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Explainable Adversarial Attacks on Coarse-to-Fine Classifiers
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Overview LRP Attack Formulation Results
- Challenge: Most traditional adversarial attacks such as DeepFool [5], PGD [3] - We propose an explainable adversarial attack for Coarse-to-Fine classifiers by Explainability-Perceptibility Tradeoff
and FGSM [2] focus on fooling the model but offer little to no explainability, using LRP to guide perturbation toward the most relevant features. Our attack outperforms traditional methods in providing clearer interpretation
making it difficult to understand how perturbations affect decisions. - Our algorithm is designed to craft perturbations that specifically disrupt the without compromising attack imperceptibility.
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- Coarse level: C : RY — [M] assigns z to a coarse class such that: Original Image: LRP(x ,bunting) Perturbed Image: LRP(x + 1. jay)
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Clz) = argINaX;e yr Cilz). Figure 3. Strengthened and suppressed features alter classifier perception, highlighting the
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- Fine level: ' : RY — [M;] is the i-th fine classifier function. The finer class is

Fooling the Coarse Level

obtained as: Z. 7: Figure 4. LRP visualizations before and after LRPC and DFC attacks. (aq) LRP of the original
F (5’3> — algMaX Fj (5’7) Th lis t coarse class and (a) adversarial coarse class before the attack. (a3) Benign image. (cq, d¢, €1)
< FeEl s e LRP of rorg after LRPC attack for e = 10, 20, 40, compared to (b4) for DFC. (cy, do, €9) LRP of 1,4,
C(x) 0(5[5 T 77) ?’é C(@ after LRPC attack for e = 10, 20, 40, compared to (b,) for DFC. Perturbations generated with
f o , LRPC (e = 10, 20, 40) are shown in (c3, d3, e3), and for DFC in (bj).
M Coarse Classes i We define original and adversarial coarse labels as
_ _ _ _ _ rore = C(x), Tagy = argmax Cj(x) . .
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/\ /\ /\ /\ /\ /\ /\ /\ To redirect the coarse classifier’s attention from rqg to 7,4y, the loss function
M, Fino Classes for the LRP Coarse-level attack (LRPC) is defined as: - Evaluation Metrics: The average perceptibility of the attack:
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- The fooling ratio, defined as the proportion of images whose labels are

Layer-wise Relevance Propagation (LRP) changed by the attack relative to the total number of images.

Fooling the Fine Level

. _ . . . . _ Table 1. Fooling ratio and perceptibility of Table 2. Fooling ratio and perceptibility of
- LRP is a technique to determine the contribution of each pixel of the input The goal is to coarse-level attacks. fine-level attacks.
data to the final decision [1]. 5 . LRPC LRPC LRPC . LRPF LRPF LRPF
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- Output layer: The relevance is defined as: R; = ¢, ., where ¢, . (Kronecker ’ ' 5794 00323 0.0405 0004% 0.02%a 2 0127 00145 00151 0.0020 0.0078
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Intermediate layers: The relevance scores are backpropagated using z+ rule: forg = F"%(x), fagy = argmax F;"¥(x). Poav 00399 00778 0.1557 0.0408 0.0101 Paqv 00241 0.0542 0.08150.00250.0035
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R; = Z S al (W) R, Then, we define a loss function for the LRP Fine-level attack (LRPF): , , , o , L
i 2k A kj - Both LRPC and LRPF achieve high fooling rates while improving explainability.
. + . +
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- Input layer: The relevance scores are calculated using the z5 rule [4]: = Our attack prioritizes explainability over perceptibility, while still achieving

— |LRPprors(x +10; forg)llp + || LEPprors(2 + 1; fagv) ™ |- competitive fooling rates with controlled perturbation levels.
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